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Abstract: This paper addresses the challenge of reliably identifying end-to-end latency anomalies in backend microservice
architectures by proposing a link-level anomaly detection method based on distributed tracing and multi-source observable signals.
This method uses the request-level call chain as the basic object, unifying end-to-end latency, service segment latency, and link
structure information. It aligns contextual signals from metrics and logs within a time window to form a joint feature
representation usable for detection. To reduce interference from noise, scale differences, and extreme values, robust normalization
and lightweight smoothing are employed to normalize the input. Subsequently, neighborhood aggregation is performed based on
the service call graph to characterize the consistency relationship between node states and their upstream and downstream
components. Residual deviation is used to measure local anomalies and propagational disturbances. Furthermore, end-to-end
deviation and node residuals along the path are fused to construct a unified anomaly score, and detection results are output
through threshold rules, while retaining link contribution decomposition to support interpretable analysis. Comparative
experiments, conducted under a unified evaluation index system, validate the advantages of this method in detection accuracy,
recall, overall performance, and discriminative ability, demonstrating that the collaborative modeling of the end-to-end structure
and time-series statistics can effectively improve the stability and reliability of microservice latency anomaly detection.
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1. Introduction
With the development of cloud-native computing and

business platformization, backend systems have gradually
evolved into distributed architectures composed of numerous
microservices. Services complete a user request through multi-
level call chains. The long chain spans, complex dependencies,
and dynamically changing operating environments make end-
to-end latency a key indicator for evaluating user experience
and stability[1]. Compared to monolithic architectures,
microservices introduce more uncertainties in terms of elastic
scaling, heterogeneous deployment, and cross-regional
communication. Any fluctuation in any link can be amplified
and ultimately manifest as end-to-end latency anomalies.
Therefore, end-to-end anomaly detection related to
microservice latency has become one of the core issues for
ensuring online business availability and service quality[2].

In real-world scenarios, latency anomalies are often not
triggered by a single point of failure, but rather by a
combination of factors such as resource contention,
dependency degradation, configuration drift, network
congestion, and sudden traffic spikes, exhibiting non-stationary
and noisy characteristics over time. Simultaneously, the
continuous evolution of microservice topologies, frequent
instance inactivity and outactivity, and potential changes in call
paths such as rerouting and fan-out can easily lead to false
positives and false negatives using traditional methods based
on static thresholds or single-metric alerts. More importantly,

observable anomalies are scattered across multiple data sources,
including metrics, logs, and link tracing, leading to difficulties
in time alignment, semantic inconsistencies, and incomplete
sampling. This makes it challenging to accurately characterize
the formation mechanism and propagation process of end-to-
end latency anomalies from a purely local perspective[3].

End-to-end anomaly detection requires a systemic approach
to model the latency contribution of requests across services
and stages, identifying the triggering location, propagation path,
and impact range of anomalies, while maintaining robustness
and generalization capabilities under complex noise and
conceptual drift. This demands that algorithms not only capture
cross-service relationships and temporal dependencies but also
achieve stable anomaly characterization and rapid localization
under conditions of missing data, fluctuating distributions, and
the coexistence of heterogeneous signals. Simultaneously,
engineering practice emphasizes real-time performance and
interpretability; detection results must support rapid decision-
making in operations and development, preventing the system
from being pushed into alarm storms or mishandling, thus
forming a reliable closed-loop governance capability[4].

Therefore, researching end-to-end anomaly detection
algorithms for backend microservice latency has significant
theoretical and practical value. In theory, it promotes the
characterization of cross-component temporal coupling, causal
relationships, and anomaly propagation patterns in distributed
systems, providing a methodological foundation for the unified
representation and fusion of multi-source observable data. In



practice, it helps reduce the cost of fault detection and
localization, improve service quality and user experience,
reduce business losses and resource waste caused by latency
degradation, and provide data-driven support for capacity
planning, performance tuning, and risk warning. Building
reliable, scalable, and interpretable end-to-end anomaly
detection capabilities for complex microservice ecosystems
will become a key step in achieving high availability and high
resilience for modern backend systems.

2. BackGround
In backend systems designed for high concurrency and

rapid iteration, microservices are gradually becoming the
mainstream approach for core business logic. While breaking
down functionality into finer-grained service units significantly
improves development and deployment efficiency, it also
makes the system's operational status more difficult to monitor
intuitively[5]. A single request often traverses multiple
gateways and middleware, undergoing multiple serialization
and deserialization processes, thread switching, and queueing,
ultimately being completed by several downstream
dependencies. Latency is no longer the performance result of a
single module, but rather a comprehensive phenomenon
resulting from the superposition and mutual constraints of
multiple stages, exhibiting strong fluctuations under different
business peaks, resource quotas, and scheduling strategies[6].

The causes of latency anomalies are often hidden in subtle
changes, such as resource contention caused by local hotspots,
additional access due to changes in cache hit rates, intermittent
slow responses from dependent services, and the boundary
effects of connection pools and rate-limiting strategies. These
issues may not be accompanied by obvious error codes or crash
signals, but they can continuously increase tail latency and
cause user-side lag and timeouts. Meanwhile, the dynamic
nature of microservice environments leads to the continuous
evolution of anomalies. Adjustments to service versions,
runtime parameters, and instance scale can alter the system's
baseline state, making methods relying on fixed reference
values ​ ​ ineffective in the long run. Anomalies may also
exhibit cross-layer linkage characteristics, with multiple factors
from infrastructure to the application layer working together,
making judgments based on a single perspective prone to
bias[7,8].

To address these challenges, the industry has gradually
developed a governance approach based on observability,
attempting to reconstruct the system's operational context and
identify anomalies from multi-source signals. However, at the
data level, differences in time granularity and collection
frequency across different sources, widespread missing data
and noise, and inconsistent semantic mappings increase the
difficulty of modeling. At the methodological level, it is
necessary to characterize normal patterns and anomaly
deviations under complex dependencies and strong temporal
correlations, while simultaneously considering the efficiency
and interpretability of online detection results, to truly support
practical needs such as alarm convergence, root cause analysis,
and risk prevention. Therefore, the systematic identification
and localization of end-to-end latency anomalies remains a key

background issue that urgently requires in-depth research in
backend microservice governance.

3. Datasets and Dataset Preprocessing
3.1 Dataset

This paper selects the AIOps Challenge 2021 public dataset
as the research object for end-to-end microservice latency
anomaly detection. This dataset is designed for anomaly
detection and localization scenarios in real-world microservice
operating environments, providing three types of observational
data: logs, metrics, and call chain tracing. It covers key clues
from service call relationships to end-to-end latency changes
and is released under an open-source license, facilitating
reproduction and comparative research.

In terms of data content, the call chain is organized on a
per-request basis, containing multiple span records across
services along with their timing and duration information,
which can be used to construct service dependency graphs and
link-level latency representations. The metrics and logs
supplement this with side signals of resource and operational
status, supporting multimodal correlation analysis of latency
anomalies. Because the data simultaneously possesses link-
level latency information and multi-source contextual signals, it
has a high degree of matching with the theme of end-to-end
anomaly detection for backend microservice latency, making it
suitable for observable modeling of anomaly triggering and
propagation processes.

3.2 Dataset Preprocessing

Data preprocessing begins with the entire call chain data.
Raw trace records are aggregated by trace dimension, and the
span sequence of each request undergoes time consistency
verification and structural normalization. Specifically, this
includes removing records with missing key fields,
standardizing timestamp units and time zones, correcting
significant negative latency and abnormal spans, and
reconstructing and topologically verifying parent-child
relationships within the same trace to ensure consistency in call
hierarchy, service names, and operation identifiers across the
entire data. Subsequently, discrete fields such as services and
interfaces are encoded and mapped to form computable node
and edge identifiers. Simultaneously, request-level and link-
level latency features are constructed, such as end-to-end total
latency, the proportion of time spent in each service segment,
critical path latency, fan-out count, and cross-service hop count,
so that subsequent modeling can directly characterize the
distribution and aggregation patterns of latency within the link.

In the metrics and logs section, preprocessing focuses on
aligning time sequences, cleaning noise, and performing cross-
source correlation. First, multi-source signals are resampled
and aligned according to a unified time window. Missing
segments are gently filled using methods such as forward
padding and local interpolation, and extreme outliers are
truncated or robustly smoothed to reduce the interference of
acquisition jitter on features. Then, metrics, logs, and call
chains are associated with service identifiers and temporal
neighborhoods to construct a joint representation of the request
chain and its surrounding operational status. Finally, all



continuous features are standardized or robustly normalized,
and deduplication and consistency checks are performed at the
sample level to ensure stable data distribution and consistent
field semantics during training and evaluation, thus providing

high-quality input for end-to-end latency anomaly detection.
Figure 1 shows a comparison of the dataset before and after
preprocessing.

Figure 1. Comparison of experimental results before and after data preprocessing

3. Method
End-to-end anomaly detection for backend microservice

latency requires simultaneously characterizing the propagation
structure of requests along the call chain and their performance
state over time. This paper's method uses the tracing chain of a
single request as the basic object, representing it as a directed
path composed of multiple service segments. It aligns metrics
and chain latency within a unified time window, constructing a
feature representation that considers both structure and timing.
Specifically, it first aggregates chain-level features such as end-
to-end latency and critical path percentage for each trace.
Simultaneously, it statistically analyzes structural quantities

such as service segment latency, fan-out, and hop count at the
span level, mapping these features to service nodes and inter-
service call edges to form a call graph signal that evolves.
Considering the inherent load fluctuations and heterogeneous
scale differences in microservice scenarios, the method
performs robust standardization and lightweight smoothing
before entering the detection module. This ensures that
subsequent anomaly scores reflect relative deviations rather
than absolute magnitude differences, thereby improving
comparability and consistency across different services and
time periods. This article also provides an overall model
architecture diagram, as shown in Figure 2.

Figure 2. Overall model architecture diagram



To unify the dimensions of different features and reduce the
impact of extreme values, robust normalization based on the
median and interquartile range is applied to each feature. For
any observation �, its standardized result �∗ is defined as:

�∗ =
� −������(�)
���(�) + �

Where ���(�) is the interquartile range and � is a
minimal constant to avoid division by zero. Subsequently, an
exponential moving average is applied to the key link-level
statistics over time to suppress jitter. Let the smoothed value at
time � be ��, then:

�� = ��� + (1−�)��−1

Where �� represents the observation statistics of the time
bucket, and � ∈ (0,1) controls the smoothing intensity.
Through the above processing, multi-source signals can be
transformed into more stable sequence inputs, providing a
reliable basis for subsequent structure aggregation and
deviation calculation.

In structural modeling, the method constructs a service call
graph from the call chain and uses an adjacency matrix to
perform lightweight aggregation of inter-service influences. Let
the service graph have � service nodes, and the adjacency
matrix be � ∈ ��×� , and the eigenvector of node � at time
� be ℎ�

(�) . Then, its neighborhood aggregation representation
is defined as:

��
(�) =

�=1

�

���ℎ�
(�)�

This formula incorporates the state changes of upstream
and downstream into the same representation, thus reflecting
the interconnectivity of the entire link. Subsequently, the
abnormal deviation of the node state is measured in residual
form, and the residual of node � is defined as:

��
(�) = ℎ�

(�) −��
(�)

The larger the absolute magnitude of the residual, the
weaker the consistency between the current state of the service
and its neighborhood, and the more likely it is to have local
anomalies that spread to the link.

Finally, the method combines node-level residuals and link-
level end-to-end deviations into a simple anomaly score. Let
the end-to-end delay of a request at time � be �� , and its
smoothing reference is �� ; then the link deviation term is
|�� −��| . Let the set of services traversed by this request be
�; then the comprehensive anomaly score is defined as:

�� = |�� −��| + �
�∈�

||��
(�)||1�

Where � is used to balance the contribution of link
deviation and node residual, and || ∙ ||1 is the sum of the
absolute values of the elements. When making a judgment
based on the score, a threshold τ is introduced to give the final
label.

�� =
1,�� > �
0,�� ≤ �

Here, �� = 1 indicates that an abnormal end-to-end
latency was detected, and �� = 0 indicates that it is normal.
This judgment rule is simple in form, has low computational
overhead, and the score can be decomposed into the sum of
end-to-end deviation and the contribution of each service on
the path, which facilitates the formation of interpretable
anomaly localization clues.

4. Experimental Results and Analysis
4.1 Experimental setup

This study employed a single-machine, single-GPU
configuration for both training and inference. Hardware-wise,
each compute node was equipped with an NVIDIA RTX 4090
GPU with 24GB of VRAM for model training and batch
inference; a 16-core CPU supported data loading and feature
construction; 64GB of memory was allocated to meet the
requirements of multi-source time-series data alignment,
caching, and batch processing; and NVMe SSDs were used for
storage to accelerate random read/write operations on log and
tracking data. Software-wise, the operating system was Ubuntu
20.04 LTS, the development language was Python 3.10, the
deep learning framework was PyTorch 2.2, and CUDA 12.1
and cuDNN were used for GPU acceleration. Data processing
and statistical analysis primarily relied on commonly used
components such as NumPy, Pandas, and Matplotlib, ensuring
the experimental workflow was reproducible and easy to
deploy and migrate.

For hyperparameter settings, to balance training stability
and convergence speed, the AdamW optimizer was used with a
learning rate of 1e-3, weight decay of 1e-4, and batch size of
256. Gradient clipping was used to limit the global norm to 1.0
to avoid gradient explosion. The number of training epochs
was set to 80, and a 5-epoch linear warmup and cosine
annealing learning rate scheduling were employed to improve
optimization stability in the later stages. On the input side, a
fixed time window was used to align the links and metrics,
with a time bucket granularity of 1 minute and a sliding step
size of 1 minute. Exponential moving average was used for
temporal smoothing, with a smoothing coefficient � set to 0.2.
The anomaly detection threshold was set using a high-quantile
strategy based on the training set score distribution, with the
default value corresponding to the 0.995 quantile as � . To
reduce the impact of randomness, all experiments used a fixed
random seed of 42, and the data partitioning and preprocessing
procedures were kept consistent.

4.2 Experimental Results and Analysis



To verify the effectiveness and comparability of the
proposed method in the microservice end-to-end latency
anomaly detection task, this paper selects several representative
works related to distributed tracing and multi-source
observable data analysis as comparative baselines, and
conducts quantitative comparisons under a unified evaluation
index system to reflect the differences in detection accuracy
and stability of different methods. The experimental results are
shown in Table 1.

Table 1: Experimental results compared with other models

Method Precision Recall F1-score AUROC
Panahandeh et

al.[9]
0.72 0.68 0.70 0.81

Chen et al.[10] 0.75 0.70 0.72 0.84
Xie et al.[11] 0.78 0.73 0.75 0.86
Xie et al.[12] 0.80 0.74 0.77 0.87

Kohyarnejadfard
et al.[13]

0.82 0.76 0.79 0.89

Zhang et al.[14] 0.83 0.78 0.80 0.90
Li et al.[15] 0.85 0.80 0.82 0.92

Ours 0.91 0.88 0.89 0.97

Overall, the comparative methods show a gradual
improvement in the balance between precision and recall.
Models closer to the later stages are better able to
simultaneously reduce false positives and false negatives,
which is directly reflected in the simultaneous improvement of
comprehensive metrics. This indicates that as methods move
from more general anomaly detection to modeling more closely
aligned with the semantics of microservice links, the models
more clearly characterize the boundaries of latency anomalies,
identifying genuine anomalies without overreacting to normal
fluctuations.

Comparing the middle tier reveals that some methods excel
in certain metrics, but their overall performance doesn't show a
significant difference, reflecting their continued susceptibility
to link noise, local jitter, and dependency changes. Particularly
when there are inconsistencies in multi-source signals or
dynamic topology changes at the link level, strategies relying
solely on a single perspective or weak structure modeling are
more prone to judgment inconsistencies, making it difficult to
maintain high precision and recall simultaneously, thus limiting
overall stability.

The proposed method maintains a more consistent
advantage across all four evaluation dimensions, especially
with a more significant improvement in comprehensive metrics
and overall discriminative power, demonstrating that modeling
from a full-link perspective indeed brings stronger
discriminative power. This advantage is more like a synergy of
three stages: robust preprocessing reduces the interference of
noise and scale differences, structural aggregation makes it
easier to capture anomalies and deviations from neighborhood
consistency, and finally, a unified scoring mechanism
combines end-to-end deviations and path contributions, making
the judgment more stable, more interpretable, and more
suitable for cross-component cumulative problems such as
microservice latency.

The smoothing coefficient directly affects the jitter
suppression strength of time-series signals, thereby altering the

stability and boundary clarity of outlier scores. To evaluate the
robustness of the model under different smoothing intensities,
it is necessary to observe the distribution pattern of key
discriminative capabilities as parameters change. This
experiment uses graded perturbations on the smoothing
coefficient and statistically analyzes the performance
fluctuations under multiple repeated samplings to characterize
the stable and sensitive regions. The experimental results are
shown in Figure 3.

Figure 3. Smoothing coefficient sensitivity experiment to
AUROC

From a graphical perspective, AUROC exhibits a
characteristic of initial stabilization followed by a decline as the
smoothing coefficient changes. The more concentrated
distribution in the middle segment indicates a good balance
between suppressing temporal noise and preserving anomalous
boundaries within this range, resulting in more stable overall
discrimination ability. The more divergent distribution at both
ends suggests that excessively small or large parameters
amplify uncertainty, making the same input perturbation more
likely to cause fluctuations in the scoring system.

Further analysis of the width and median position of each
violin group reveals that weak smoothing allows high-
frequency jitter to more easily enter the score calculation,
amplifying the tail behavior of different time buckets,
manifesting as a wider distribution and longer tails. Conversely,
when smoothing is too strong, local peaks and short-term
abrupt changes are excessively suppressed, anomalous signals
are flattened, and the model's distinction of boundary samples
becomes more dependent on the overall trend, resulting in an
overall downward shift and increased dispersion. This change
aligns with the role of robust normalization and sliding
smoothing emphasized in the previous method design;
parameter selection directly determines the trade-off between
noise suppression and fidelity preservation.

From an engineering perspective, this figure provides a
relatively clear usable range, minimizing random fluctuations
without sacrificing anomaly visibility. Echoing the overall
advantages demonstrated in previous comparative experiments,
the sensitivity results here indicate that the method does not
rely on a single extreme parameter to perform well, but rather
possesses transferable stability within a reasonable range. It
also suggests that under different workloads and sampling
qualities, small-scale parameter tuning can be performed



around this stable range without significantly altering the
threshold or feature construction strategy.

Perturbations in the proportion of missing values ​ ​ alter
the integrity of the observable signal, thus affecting how outlier
scores characterize key patterns. To test the robustness of the
method under incomplete data conditions, the degree of
missing values ​ ​ can be gradually increased, and the trend
of discriminative ability can be observed. This experiment
simulates data quality fluctuations that more closely resemble
real-world acquisition scenarios by applying different
intensities of missing value perturbations to the original
observations.

Figure 4. Sensitivity experiment of missing value
proportion perturbation to AUROC

As shown in Figure 4, the AUROC score gradually
decreases with increasing missing perturbation, which is
consistent with the intuitive understanding that the anomaly
boundary information is weakened as the observable signal
becomes sparser. The initial decline is relatively gradual,
indicating that the method has some tolerance for mild to
moderate missing data and can still extract stable clues from
the preserved link structure and time-series statistics. As the
missing data increases, the curve declines more significantly,
indicating that the discriminative power of the anomaly score is
more directly affected when key signals are heavily obscured.

The light blue band gradually widens as the missing data
worsens, reflecting increased volatility in the results. This
echoes the conclusions of the previous smoothing coefficient
sensitivity experiment, but the mechanism is different. There,
the effect was more on the noise suppression intensity's impact
on boundary preservation, while here the core issue is the
reduction in the amount of information itself, leading to greater
differences in usable evidence for the same link under different
missing data samples. In other words, missing data not only
reduces the average discriminative power but also worsens
stability, making the model more susceptible to the influence of
accidental missing data locations.

From a methodological design perspective, this trend
demonstrates that robust normalization and link aggregation do
indeed provide fundamental support, enabling relatively
reliable discrimination capabilities even when data loss is not
severe. However, as data loss worsens, the joint score of local
residuals and end-to-end deviations faces the problem of
insufficient input, especially since missing service segment

information on critical paths weakens the capture of
propagation anomalies. Therefore, this experiment is more like
characterizing a usable data quality boundary, suggesting that
ensuring coverage of key tracking fields and core indicators on
the data collection side is crucial to continuously leveraging the
advantages of end-to-end modeling.

5. Conclusion
Addressing real-world challenges such as long call chains,

complex dependencies, strong signal-noise imbalances, and
heterogeneous data sources, it proposes a detection approach
based on multi-source observable data and oriented towards the
link propagation mechanism. The method uses request-level
tracing as its core, unifying the representation of end-to-end
latency, service segment latency, topological relationships, and
temporal evolution information. Robust preprocessing
enhances comparability across services and time periods, and
structural aggregation and residual deviation characterize link
consistency changes, ultimately forming an interpretable
anomaly scoring and judgment mechanism. The overall
framework emphasizes lightweight and practicality, adapting to
the real-time requirements of online systems and seamlessly
integrating with existing observability systems in engineering,
providing a more end-to-end analytical tool for microservice
governance.

Comparative experiments show that the proposed method
exhibits more consistent advantages across multiple evaluation
dimensions, demonstrating comprehensive improvements in
false positive control, false negative suppression, and overall
discrimination capabilities. More importantly, this
improvement does not rely on a single signal or a single-point
assumption, but rather stems from the collaborative modeling
of link structure and timing statistics. This allows the model to
more accurately grasp the impact of anomaly propagation on
end-to-end latency under complex dependencies. This
conclusion implies that when dealing with latency-related
problems, it is necessary to place the local service state back
into the call chain context for joint judgment. This lays the
foundation for building a more stable and interpretable
anomaly detection and diagnosis closed loop, and provides
methodological support for related systems to move from
passive alerting to proactive governance.

At the application level, this research has direct value for
highly latency-sensitive fields such as cloud-native platforms,
online service systems, financial transaction and payment
gateways, real-time recommendation and advertising, industrial
internet, and edge computing. End-to-end latency anomalies
often lead to decreased user experience, transaction timeouts,
cascading degradation, and resource waste, even causing
business losses and compliance risks. The method presented in
this paper can identify link-level anomaly signs earlier and
more reliably, and provide location clues for operations and
development through path contribution decomposition, helping
to shorten troubleshooting time, reduce alarm noise, and
improve service stability. Meanwhile, in scenarios such as
capacity planning, change assessment, and performance
regression, this method can also serve as a continuous
monitoring component, providing quantitative risk alerts for



system iterations, thereby driving the evolution of microservice
platforms towards high availability and high resilience.

Future work can be further deepened by starting with
broader production constraints and more complex system
evolution. On the one hand, anomaly detection can be more
closely linked with root cause localization, impact assessment,
and automated handling strategies, enabling detection results to
be naturally transformed into actionable governance actions
and achieving more granular strategy switching under different
business objectives. On the other hand, as microservice
topologies and deployment patterns continue to change,
maintaining long-term robustness under dynamic topology
evolution, missing observation signals, and distribution drift
remains a key direction, and stronger adaptive representation
and continuous learning mechanisms can be explored. At the
same time, cross-domain data isolation, privacy constraints,
and resource limitations brought about by multi-cloud and edge
scenarios also pose new challenges. Future research can further
explore lightweight and privacy-friendly end-to-end modeling
methods to promote the implementation and industrial
application of such methods in larger-scale and more complex
ecosystems.
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